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1. The One hundred and Forcy-Fifth meeting of tine Computer Security

subcowmmittee was held on 16 March 1901 at cLean,
Va. The meeting was convened «t 0930, and attending were:
Lﬁhairman
Exccutive Secretary
CIA
CIA
CIA

Mr. Robert Gruytock, Dept. of Justice
nr. David Scihenken, U.S8. Secret sService
Mr. Carl Martz, Navy

LtC. William Chantelau, Army

dr. William Condon, Dept. of State

iir. Robeirt Storck, F3I

elr. Gene Epperly, OSD

2. The Chalirwan opened the weeting with a review of the progress of
the two C35-funded tusks at Los Alamos (i.e, Technology Forecast und
Evaluetion of the Wang 250 Word Processor). The Statements of Work (SOW)
were substantiaily revised and considerably wore detail added, NSA revising
the SOW on the Technology Forecast task, and CIA revising that of the Word
Processor task. The funds to cover these tasks ($200K) have already beccn
transferred to the Los Alamos National Laboratories. The remaining portion
($50K) of C€587s originul allocation is being withheld us part of a budget
hold on SECON funds. There appears to be little chance, at this time, that
the remaining fuands will be restored. The Chairman reported that he has
requested an adcitional $250K for fy 83, and $500K for fy 84. e requested
that the membership give some thought to what projects they would propose
tihe CS5 fund for fy 83, and be prepared to present these by Junc. Detailed
proposals are not required at that time, but basic project ideas should be
presented. lie stated that he would like to start discussions for
disposition of the fy &4 funds by late summer. He noted that the fy 83
funds apear firm at this point in time.

3. The primary topic of this mecting was the draf- DCID 1/16. The
wajor points of these discussions were as follows;

2. Army — Ubjected to the switch in definitions (i.e., the use of
the  tera "Luiti”, as  in multi-compartmented, Lo wmean more than onc
particagatin, &¥1Lo agency, rather than wore then one compaertment ol  data)
as  belng,  unnecessarily  confusing. It wus  pointed out later Lhat the
problem is wmore basic than just a change In fieaning of a word, tha approach
Laken dn the draft actually changes the basis for making decisions from the
wmin ol classification levels and compartments to tae number of
participating agencies and departments.
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. OSD -~ . Lpperly pointcd out, as discussed sbove, thi the \

d bewis for definition of moacs Las peel clun o oY the pr0posed pcib, and K
oned 1R ihe cost for doing tnis Was worth the cost. pusicaliy, € felt |

d tpar iC ftas Laken & considerablie period oi time for the fiela to becoae \
: fomitial with the present modes, their weaning Lond  impact, and that \

chang ity the basic definitions nov would causet considerable confusion-

. DIA — also voiced objection to the change in Jdefinitions, and
phorofore in the buasis for decision—making. Noted that the absence of the
xisting collaterul mode was not acceptable. Further observed that the
resent druft docs not inciude & scction on minimud standards for personnel
security, physical security, hardware/softwurc, ete. [::::::::::}fclt most
strongly about twO points in particular. First, that tlterc neads to be
nore flexibility in the ability to cngineer opcrational systens; he stated
that hils desires were more in liue with the approach first outlined by Mrs-
vatibieu (NSA), incorporating @ broad policy statement along with an
LmngmcuLLns repulation which did not overly and unnecessarily restrain the \
op¢rqtional clements. gacondly, that there nzeds Lo be @& petworking
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gecoion; the future will Dbe networks cying together word processors, !
comaunications front ends, and user support systems, and it is essential |
Lhal o che pUib srticulate the basic security requirements uhich support the
sgcuriLy—relatcd decision concerning whiich networks are acceptable for
pabSitg intelligenee comiunity information.

i. Tnere was d lengthy discussion of the networking issue, mostly
contered about the types of sLatcmcntS'thut the DCID stouid make on this

gub juct. It w8 generally agreed that the document shoulc address security
poguirenents for networking (e8> misrouting protecLion, anti-spoofing,

ste.), and most definitely not attempt LO dictate communications technology
Lo be implumcnted, systen architecture or specifiv mechanisus for
scuieving the desired protecLion. That 1is, ideally, the document would
speuify the types of procection required and not how the requirements will
pe satisflud. DIA distributed 3 recent DIA papel, "DoDI1S Hetwork Security
Jodels” (copy attached) for the consideration of the meabers, and as 2
potential aid in developing the desired wording for the networking scctione.
Ic was agreed that the NSA meinber would prepare & draft for the networking
gection for the next meeting, alchough any othor member ig also invited to
propose wording for this section.

-

j. The chairman re—cmphasized the fact that the expressed wishes of
tiie DCT are for DCID s which articulate policy only, leaving implemcntation
Lo tae individual NF1b membel agencies. fla also pointed cut that any
changes L0 w DUl must be Landled through the NFIB, which can be a lony and
Laboriots process, whercas clunges to il sccompanying regulation can be
aade ot 8 lowet level, and therefore auch quickure Thus, he felt that
prchical advantages to publishing a relatively stable,
ol statesent of policy, to which is ccupled & WOIE dynanic

Amplbmcatlrg rcgulation.
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b. FBL - expressed a preference for a wore liberal approach to
systems engincering, wllowing individual KI'LD agencics to engincer systems
.ccordinz to the specific necds and  environmentl, ratnar than being
constrained by a fixed number of pre-ordained modes. lic also expressad
wpprovai of the mochenism for allowing new modes to be proposed, reviewed,
wnd approved.

¢. Dept. of Justice - basically sutisfied with the approach taken
Ly the draft DCID.

d. At this point there was & discussion of the scope of the policy;
apparently exists conflict/overlap between the DCID and the Executive
on collatcral, or uon-S5CIL, foreign intelligence. The Chairman will
ige this flag to the SECOH. There was a recomamendation by the Navy
nmewber to limit the scope of DCID 1/16 to SCI oanly. It wes brought out in
tiie  ensulng discussion thuat such a step would have the effect of excmpting
all  HUMINT and counter—intelligence data, since these are not SCL
categories. For &an agency such as the FBI, most of whose sensitive
snformation falls into this class of data, this would cause a ma jor problem
in that tha DCID would provide no authority to govern interuual ADP
opcrations. That 1is, if there is, in effect, no policy, then it becomes
difficult to enforce authority and ensure that adequate protection
pechanisms are employed. No decision was reached on the question of the
scope  of the policy definition, although a query by the chairman revealed
that the Navy member was the only member present who had strong feelings on
this lissue. It was agreed that the existing regulatory documents would
need to be reviewed for definitions of what 1is, snd is mnot, foreign
and where the authority lies for defining handling/protection

=
%
pa

intelligence,
policy.

e. CIA - felt that the "poiler—plate” requirements section 1is
necessary and that the present draft allows sufficient flexibility by
incorporating a mechaniswm for individual agencies O propose, and have
approved, new operational modes. Expressed strong conviction of the
requirement for commonality, and therefore for a mechanism for achieving
it, such as the minimum requirements section.

f. Navy - expressed basic approval for the paper with two major
reservations; desired a capability which allows for an intelligence fusion
center type of requirement (i.e., essentially a mnulti-level mode for a
controlled environment and limited access capability), and, as discussed
wbove, preferred to have the scope of the document limited to SCI only.
Thne Navy member also noted that the present draft eliminates the collateral
izode which presently exists.
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April at 0030 at the
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Exccutive Secretary
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